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DNSgr?

(d Domain Name System
O QEul MEE ot Q= 0|F(yahoo.com)i} IP F£4-(216.109.112.135)
£ 0jEs) FE AHHE 24 A2

» Forward Zone (Host = IP)

» Reverse Zone (IP © Host)

192.168.0.1 g Www.abc.com

O UDP/TCP 53 ZE Al
— UDP 53 xE: 28t DNS &o| 3&F
— TCP 53 E E: 1) zone transferA|0f| Al
2) Messagel| MEI} 2 4F At
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a o) 20| E0| A expernet.co.kr =2l & O|(query)

“ o9y

“" DNS MH (root)

“kr” DNS A{H kr
Local DNS com
vl 23
DNS A
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DNS2| 1824

Eg| fxo| =02l 1 EOf o 0 CHst
/2] H A CIEH U AHA HE 27 HO|E EfR &4
0f]: www.expernet.co.kr =2 EFY of : www.expernet.co.kr. A 218.50.2.20
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Domain Name Space | Resource Records [ o= J
(=02 HY Z7h (E|AA Y AL Apf'lcatlon

«— Bt (AP])

A

Name Server € s| Resolver
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Domain Name Space

O AE O M ALEE[D QU

Root Domain

Top level

Second level

Third or
Subdomains

Subdomains
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Resource Records

d 2|22 A E (RR, Resource Records): =H|Ql 0| Zt= &£k

j Query: b.com:? DNS
<

Response: RRset /
(aIIatching domain name)

TTL Class Type | RDATA
86400 | IN A 192.35.195.222 ~ An RRset,
One NI A 207.182.40.12 containing
resource 86400 | IN NS nsl.b.com multiple
record —
86400 | IN NS | ns2.b.com. resource
records
86400 IN TXT "v=spfl -all"
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Resolver

0 WYMHE AN ASH: F2H0|AUE. HE PCEHD HE &

= A AO|M ipconfig/all2% 20l Jts

Advanced TCP/IP Settings
IF Settings DMS |'-.-'-.-'INS | options |

server addresses, in order

The Following three settings are applied to a
enabled. For resolution of ungqualified names:

nneckions with TCPIP

" append primary and connection specific DMS suffixe
I™ | fppend parent suffixes of the primary DR suffix
f+ append these DNS suffixes (in order):

add.. | Ed.

DS suffix Far this conneckion; I opus1.com

[ Register this connection's addresses in DHS
I Use this connection's RS suffi: in DNS registration

2| ZH (Resolver) :
H MO 22f(query)E 2L

SH= oMt F 2EYHE

Application0f] HEE £|E8 &

Resolver ’>

\ .

_—" com
“default”

/
name server | — *

— co go
alternate | —

"ERCE
SEHo| Qe MHES &7| 28 L Y AT0]A
AZTEE oA AKOf 3K U1 YL

www.expernet.co.kr

11



Name Server

<O 210 CHot AFHS 7K1 U= HIYAMH
«Zone fileQ| M X2 E 2 E

‘MasterZ} H| '8 Rt Al £31E 2L4A1717] QI8 2&

Authoritative
Server

Cache Server

Q1 resolving@t X 2

el SE= €372 220 7

cf) Forwarder
: ChE UMM E 0|8

st FHALMH

Zone file Master

www.expernet.co.kr

€

Internet

Slave

* Slave

12



Zone file

&9

abc.comO|2f= ZHIQ AL A 8 T =HIQlof et 273, HeE|H=,
SAEH UL IP HEEO| MNMoR MME|D KEE|£ file

RR
(Resource Record)

gl AaA YIALE
=l Yol

N A
R 4T 59 8L

Authoritative
Answer

QueryE =0 Q19| L YAMHO|M 27 HIO|E| S

dol SEE BIE B2

Non-Authoritative
Answer

20| EQ| resolving 2™ 0f| Ci5}0] DNS2| cachel} CtE WA M H 7} 7}
Hiojei= 3

TTL
(Time To Live)

Q|E9o| CIE A7} zone fileg 211
TS 7 GRS SHolshs A|ZH

[

1 Q= Master/Slave A0 A T Q10

RTT
(Round Trip Time)

ZICH7t E| E0F = & A|ZL.
BINDZ} L EX o 2 E} 4|20 Cist RTTZHS 7
278 =0 Qlof cHol Cis-2| L MBS0l RTTZ!O|

7|15 5t3 YUCtot,
7he 2 UIYMHE 2]
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Zone file Master

‘\é

Slave

« DNS Z=2EF2 Q& TH 7|0 20| uqx|X| piot 2FE 52| siE
of FFstd =0l HE I-H= A0 ArEX}7} 2| =51X| Bi2 ALO|E

LS T—
227t g

o IP B2| KH2| LHE B SR M SYE|LL, Suolo et 7| ST/ H b 2
2= 0§ 3|= (DNS ROjA| 2 Eat X Hx)

« DNS HQIAtn =30 Ciet o 28 =t e
o QF FHXO| Go|H £HQl 2 A=0 it ZLETY HA EH ER
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Distributed
Router
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|

DNS AMH
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Microsoft

DNS Au| 741 OfSHA}
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Microsoft
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SITHOI DNS 29 =

DNS &M & &0l

DNS Security : 2t =™

H| o - AH OS HOI§X| = S/W 1|0|E Al
2|2 Elo2 8t DNS A{H|A

|
= BIND DNSO| HOF %|QkA| Ab=
> Mof 2 Jtsd LAY

= DNS MH QS| & &H| 0|80 HE d&

» 252 Q12| DNS resolve 7|5 &0f BlIH

= 2 7|8F QIEEE SOHof| 2 DNS & &5
(578 DNS MHOf| Fe2| 5=t 2tA)

DNS Availability : Jt&& /2

= MH[A FIof 2 DNS 7+ 22 28 = DNS H/W =23t & FX| 249 Hod
(External/Internal) - DNS EFOJA| 4Ol X[ 70| 2x+of g

n A |'|=|=| HO-I
At ZHEE DNS H N A e > olo =cr A

o &
- SCE N PE| ZOIE U

DNS Simplicity : 2 HEHoHd =X

= APRRE BHA 80 Cit 2 57|32
B JtsH

=
IT
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« DNS MH|AE 295I=
» DNS Application {74 2o
M| A AHE 3
o 1t DNS query
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AZY 33
* DNS poisoning
B |8
« Zone transfer 2&&
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F=QONS EOF 0149 aiZY

d R =2 s ZYeto] HAIZlo] et =X| o]0 = F=o He|7t &

[0

DNS 20t 0%

Zone M E & (Zone Exposure) MZ(transfer) A| St E(view) M A
T O|=Y (Poisoning) M# & = O|(recursive queries) | ot

IPS (Intrusion Prevention Systems) A&

AH|2A HE (Denial of Service) SA| AFR ADo| YRR HsH
(=) [&) —_ T T —

H| Q171 H& S HO|E
TSIG (Trusted Signature)
(Unauthorized Transfer or Update)

BOOIEAl 217t & 215 MA

(Authorization and TSIG, DNSSEC
Authentication of Updates)
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DNS A2 =C|H Z&| 18

NS LS

MEZE CFE Y EQ 3, A=, OSO|| Master, Slave A X|

DNS Ao 80 I £2] 14

Advertisingd} Resolving@ 2 F25}0 A X|

-

= Eo|(Recursive query) |}

named.conf =X
- options { allow-recursion {none;} };

Zone Transfer X| st

named.conf =73
- options { allow-transfer {none;} };

Dynamic Update H|&t

named.conf =73
- options { allow-update {none;} };

TSIGE o| 8¢t 2ot A3}

zone transfer, notify, =2t & 9|, dynamic update A|
ATl 7|8 AS

View= 0|23} DNS £2| (BIND9)

SE ZOQ T WE AEXAet o F AEXZE 4

HEo| SHO| LAY FQ

BIND HM M B Q= X|st

named.conf =73
- options { version “unknown”; };

DNSBHS 9/t ¥Eo| YEYA 15
(LY MH| A0 LR mEQ s

DNS Z9o| 2L|EF
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SHEZES N2 =dl0r

O CHCl A2 Z9Q1 BIND DNS2| 0|=

Bind 4.x — 7jj&t =Ct,

Bind 8.X — root DNS T Ci =510 DNS Of[ A Al
O||:||-I'| OI Query OEFEO| 7|_I|- T o

o SO

No new feature, only major security patch
ISCO| BIND8 HHA 20| E 4! IjX| =Tt 2 & (2007. 8. 27)
AH A

NEENES

A B 9 EOk Fopy o olgt Fof o

Bind 9.x — DNSSECS EOtS 12{st XA 7|= Bt
71& HAO| 7| 7§A Bl multi-thread X| &l
(answering queries while loading zones)
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O 2=ZEqo] EtYoilM 2= 2o F2d A 22| FEES 22 7

Microsoft

B
E‘_‘ BIND 9.3.2,9.2.6,8.4.7 [DINES[ER=TEE

B

szg'd: (} HBx sofz;:jfs
A R

Microsoft AD

ERP, CRM,
eCommerce

Intranet,
Extranet

infoblox =

PR s——

InfobloX «.
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AZE 0 SEH DNS
BIND DNS (F &)

Infoblox DNS Appliance

DNS H £ ZHH| (&48)

N
=

« H/W (1 M H)
« OS (Unix or Linux)

T

- DB (SQL, Oracle, MySQL )

b

ECo|AHA (LME HE FH)

[ ] r\l

— XtA| QIEl, Application, Atx| DB, H/W X

BES

- OS Xt FH 4™ F7|H mfx| 2R
« 243 openEl MH|A H2| ER

« (Application)

02 &S

« M8 OS A2 > S| E7}
| gt GUI (HTTPS)

[ ]
oy [

o
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x O

o HHEO| A|AHIO|L} EEZX|Z 8}
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o Lo
T =
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=T (MS DNSe| e g
o CLI 7|2 == Moty 2&
- 22| xte] Os 3 *I*E* el X[ 24
- &%, 0| 3 28 ojEs

- o8 7|1=X|H fS. HE

oS Hal

- X|ZHQl ¢ 7|¥ GUIZ DNS Hut /2|

L ol AAH SBE| 75 X2

«» Auto-Configuration 7|52 2 Z2|XI 27
CHE 7SN Y. ERAEAY A MYLAT
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0 Infoblox 0{Z2}0|21A = DNS 2|0 = DHCP,

Oi

24

ot=dAl =t

75,000
G HQ / Data'Center
> Regional Office / isks, fans)
() DR Site (dual
=
g 24,000
7p]
a.
o
0 12,000 = _
E Branch / Store
Infoblox-250
3,000 =T
Small Office / Store
DB Objects 12,500 25,000 150,000 400,000 1.2M
DHCP 25 75 150 225 750

(Leases/sec)

RADIUS MH| 7|5= M5

A 2

PACKAGES

MODULES

DNS

DHCP

IPAM

RADIUS

Grid

IPAM for
Microsoft




ID Grid Manager,
File Edit Tools Wiew ‘wWindow Help

| e

#wand | [EHons sEDHP and IPAM £RAAA  SliFile Distribution g Administrators

Infoblox Wiews

Manne

ITpe

Q‘Eﬁli

I Zommenk

= =& Infoblox
=] @ nsl.ib.com
= B default
] Forward Mapping Zones

Bl corp2.ib.com
B={> acct.ib.com
8o+ jb.com
8=l ang.ib.com
= Rewverse Mapping Zones
<=4 10.in-addr.arpa
4= 2.10.in-addr.arpa
[=] ¥ nsz.ib.com
= default
= Forward Mapping Zones
Bt corpl.ib.com
Bel- corpz.ib.com

Authorikative

Authoritative
Authoritative
Authoritative
Authoritative

Authoritative
Authoritative

Authoritative
Authoritative

B=4= ib.com

8=t eng.ib,com
[# Reverse Mapping Zones
¥ ns3.ib.com

1= M

8=t corpz.ib,com

Bel acck.ib.com

Bl ib,com

Bt eng.ib,com
63 Reverse Mapping Zones

X

AT
Authoritative
Authoritative

Authorit gk
Subhoritative
Authoritative
Authoritative
Authoritative

Mame Server 1

Firsk Floor
Second Floor
Accounting

Engineering

Marne Server 2

Firsk Floor
Second Floor
Accounting

Marne Serfrer 3

First Floor
Second Floor
Accounting

Engineering

] Recards 55 —

Filter I all Types

LI Gotol

Marne | Twpe | alue | Camment

NS Record ns1.ib.com Auto-created by Add Zone
NS Record nsz2.ib.com Auto-created by Add Zone
NS Record ns3.ib.com Auto-created by Add Zone

& host1 Host Address 1.1.11.1

= host1 Host Address 1.1.11.2

= host1 Host Address 1.1.11.3

= hostz Host Address 1.1.21.1

= hosts Host Address 1.1.31.1

4 host4 Host Address 1.1.41.1

4 hosts Host Address 1.1.51.1

Last: hosts

|<<| <:<| >>| >>||

[ b =
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Data Import Wizard

d 7|E Hloj&{e] oto]a&[o]M = M-S

Sy Microsoft

W dows DNS & DHCP Infoblox
Data Import
18 |ISC Wizard
S BIND & DHOP £ar fobl :
Lucatel i In X %
: VitalQIP™ : » 2 ;@@.;.
DNS & DHCP ; i
I ) DNSone
‘4 Nortel Appliances
NetID™ ofo| 12 0]M4 HE &
DNS & DHCP 2 7HHB| Infoblox
CSV File DNS MH|~ stzioz
DHCP A2SA M Th=
MAC Filters NEOHA Tt ks
E IPAM Info
F% TFTP
Files &
Directories
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Grid & HA Fallover

Catastrophic failure of Master
(both devices fail): Admin may
promote any HA pair to master —
_ members re-synch automatically

Member is disconnected from
master: Changes maintained by
member and then synchronized with
master upon reconnection

Grid Master Candidate

Individual device failover: |

Plug in new device and it _- Device failure in HA:
_instantly inhe_rits all s S 3 e == Failover to secondary
attributes of previously B, ~  device via VRRP—applies
deployed device via master to members and master

Member Member
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Email
Web : _l :
. Systems
Application

Servers
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VolP

-/ External

/ Web
Branch
Applications
AN
AN e
ZEAFSILICH -
e H\ Web Application
— Servers
I.' Enterprise 802.1x
Apps

\ " Workgroups

Wireless
Data Center
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